ACT

How to Set Up Two-Factor Authentication (2FA) — Student Portal

Step 1
Go to the Student Portal - Student Portal (vtportal.com.au) == Student Portal
g,w-w
© Username
& Password
ACT Emergency Services Agency
Step 2

When you go to this page you will see a warning window, that looks like the below. xpress Interest
You then click on the “Click here to set it up now” area.

VETtrak Staging requires you to %

set up and use two-factor

authentication. You must set this
A up by Thursday.,

to avoid interrupting your portal

access.

Click here to set it up now.
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Step 3
You will then be directed to the below page which provides instructions on how to set up two-factor authentication (2FA).

If you have not set up 2FA by the required date you will be automatically directed to this page when you attempt to log in.

@ Dashboard & Personal Details i Schedule B Courses & Messages 8 Awards $ Invoices @ Tum on help

MANAGE TWO-FACTOR AUTHENTICATION

(00238) Erin Student

Activate 2FA
I

To use an authenticator app go through the following steps:

1. Download a two-factor authenticator app like:

¢ Microsoft Authenticator for Android and i0S. ¢ LastPass Authenticator for Android and iOS.

o Google Authenticator for Android and iOS. o Twillo Authy for Android and iO5.

To access direct links to download these apps, visit this web address with your mobhile device:
vettrak.com.au/2fa

2. Scan the QR Code below or enter this key: || s ie il & T e
Spaces and casing do not matter.

| into your two factor authenticator app.

3. Once you have scanned the QR code or input the key above, your two factor authentication app will provide you with a unique code. Enter the code in the validation step below.

4. Validate and enable two factor with your chosen authenticator app by entering the validation code below.

Validate Code :

Learn more about two-factor authentication
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Step 4
Follow the above instructions provided on your Student Portal to set up two-factor authentication.

Below provides further detailed instructions on how to set up two-factor authentication.

I.  Download a two-factor authenticator application onto your phone. We recommend either the Microsoft Authenticator for Android and
I0S or the Google Authenticator for Android and 10S.

«'| Optus 4G 9:42 am 7 ) 'l Optus 4G 8:42 5 < -
€ Search ¢ Search
Microsoft Google
Authenticator Authenticator
Protects your online identity Google LLC
[ open ) GeT 0
4.8 4+ No.2 4.8 a+ No.4
L 8 & & & 4 Years Old Productivity — Micre % % Ak Years Old Utilities Goc
What's New Version History Carrier T 339PM - Carrier B 339 PM
Version 6.6.8 3w ago
We're always working on new features, bug
fixes, and performance improvements. Make
sure you stay updated with the latest vers  more %E
Preview ,
I _— Stronger security with Simple setug
e Google Authenticator your cam
- e To setup your account, yo
Get verification codes for all your accounts )
Mi ft AD 5 A code in your 2-Step Verif
ka‘lcyr:vs;mlcrosoflad.nnmIC| using 2-Step Verification o Go!;gle A an:’rh!rdr
156145
2 = »
Today Games Apps Arcade Search Today Games Apps Arcade Search
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40 9:4% am

= Authenticator

Il.  Now you have installed the application open this on your phone.
Click the Plus + button in the top right corner.

>
3 S
15

o' Optus 4G 9:45 am

14 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

lll.  Then select “Work or school account”. e 1|
|

Personal account

% =. Work or school account

Other (Google, Facebock, etc.)
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o1 Optus 4G 9:45 am L)

< Add account

. . i i . . i WHAT KIND OF ACCOUNT ARE YOU ADDING?
IV.  You will then receive a prompt on your device with two options — Sign in or Scan QR code.

[ [
a. If you select the Sign in option, you will enter the key provided on the Student Portal W Pereeneleccnt
b. If you select scan the QR code, scan the QR code provided on your Student Portal == Work or school acoount >

2. Scan the QR Code below or enter this keyg | | s s mi == e o | o into your two factor authenticator app. Other (Google, Facebook, etc.) >

Spaces and casing do not matter. a

Add work or school account

Sign in Scan QR code

V.  Your authenticator app will then provide you with a unique code. Enter the code into the “Validate Code” box on your student portal and press the
“Validate” button

3. Once you have scanned the QR code or input the key above, your two factor authentication app will provide you with a unique code. Enter the code in the validation step below.

4. Validate and enable two factor with your chosen authenticator app by entering the validation code below.

Validate Code :

Learn more about two-factor authentication

VI. You have now successfully set up two-factor authentication.
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Logging into Student Portal Using Two-Factor Authentication

When you log into the Student Portal you will now be required to enter a unique code from your authenticator application on your phone. Below are the

steps needed to log into the Student Portal with two-factor authentication.

= Student Portal

Step 1

Enter your username and password as usual and press log in.

O Username

& Password

& Account recovery ) Login

ACT Emergency Services %ency

Step 2
You will then be directed to a new screen asking for you to supply a code from your authenticator app.
& Student Portal
Please supply a code from your authenticator app.
U Two factor code
ESA How to Guide on Two-Factor Authentication Set Up — Student Portal ACT Emergency Services Agency
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Step 3
Open your authenticator application on your device. You will see VETtrak — ACT Emergency Services Agency, with your @ ']"'ET"E[‘}:' ;c:m“fg““c’ Services. .
ane. eina Ov.aLul
email underneath and a 6-digit code. This code will reset every 30 seconds. *
l 123456 @
Enter this code into the Student Portal and press “Log in with two factor”.
You will then be able to log into the Student Portal.
() ] & @ E3

= Student Portal

Please supply a code from your authenticator app.

© Two factor code

123 456

Use a backup code | # Log in with two factor

ACT Emergency Services Agency
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